Martin Modl

Trusted Technical Advisor | Solution
Architect | IT Analyst

*1977

LANGUAGES

e English: Advanced
e (Czech: Native speaker

CONTACT

Address:
Prague, Czech Republic

Phone:
+420 776 794 209

Email:

martinmodl@martinmod|.cz

Professional Profile

1. Understand before designing.
2. Clarify before deciding.
3. Simplify before building.

| help organizations reduce uncertainty before technology investments
and software implementation begin.

By combining business analysis, solution architecture and hands-on
software engineering, | help organizations investigate complex business
problems, understand existing systems, evaluate solution options and
make confident technical decisions.

Rather than starting with technology, | start by understanding the
business, identifying dependencies, exposing hidden complexity and
helping stakeholders agree on the right direction before implementation
begins.

Professional Philosophy

Technology should solve business problems, not become one.
| believe the best solutions emerge from understanding the business first,

asking the right questions, challenging assumptions, evaluating
alternatives and reducing uncertainty before implementation begins.

Core Expertise

Understand

Business & IT Analysis
Enterprise Architecture
Integration Architecture
Technical Consulting

Decide

Solution Design

Architecture Decision Support
Technology Assessment
Digital Transformation

Deliver

e Workshop Facilitation
e Stakeholder Management
e Technical Documentation


mailto:martinmodl@martinmodl.cz

Implementation Support

How | Work

| typically help organizations by:

Investigating business problems
Understanding existing systems
Facilitating workshops

Simplifying complexity

Evaluating solution options
Recommending practical solutions
Documenting architectural decisions
Guiding implementation teams

Key Strengths

Quickly understand unfamiliar business domains and IT
landscapes.

Connect business objectives with technical solutions.

Bridge communication between business stakeholders and
engineering teams.

Reduce uncertainty through structured analysis and solution
evaluation.

Translate complexity into clear architecture and documentation.
Combine strategic thinking with hands-on technical experience.
Learn new technologies rapidly and apply them effectively.
Deliver practical recommendations rather than theoretical
designs.

Rapidly adapt to unfamiliar technologies and business domains.

Career Highlights

15+ years delivering Business Analysis, Solution Architecture,
Technical Consulting and Software Development across
enterprise environments.

Successfully delivered projects across banking, retail, healthcare,
pharmaceuticals, energy, media, logistics and e-commerce.
Extensive experience analysing complex enterprise environments
and designing integration solutions.

Strong background in both software development and enterprise
architecture.

Experienced in security architecture, governance and regulatory
compliance.

Active adopter of Al-assisted software engineering and technical
documentation.

Hands-on software engineer able to validate architectural
decisions through implementation.



Certifications

ArchiMate 3 Foundation

ITIL V4 Foundation in IT Service Management
ISO 19011: Management Systems Auditing
ISO/IEC 27001 Internal Auditor

Security of PHP Applications

Professional Experience

CISO (Chief Information Security Officer)

Privateum GLOBAL (03/2026 - present)

Lead security architecture and solution design oversight, ensuring
secure-by-design principles across distributed systems and
integrations

Establish and maintain security governance, policies, and procedures
aligned with regulatory frameworks (incl. DORA) and audit
requirements

Define and implement end-to-end data protection strategy, covering
cryptography, data at rest and in transit, and full data lifecycle
controls

Drive SSO, IAM, and security integration initiatives across internal
platforms and SaaS ecosystems

Oversee third-party risk management, including security
requirements definition, vendor negotiations, and data flow
assurance

Challenge and advise system owners and engineering teams on risk,
architecture decisions, and implementation of security controls
Ensure documentation, traceability, and audit readiness across
systems, assets, and security processes

Support operational resilience and incident readiness, aligning
security measures with business continuity objectives (RTO/RPO)

PQC IT Analyst - Integrations

Raiffeisenbank Ceska republika - contract (10/2025 - 03/2026)

Conducted hands-on IT security analysis at both application and
infrastructure levels, documenting security controls for data at rest
and data in transit in alignment with TOGAF principles.
Performed technical consultancy with IT system owners, focusing on
cryptographic and security aspects of enterprise IT solutions.
Led consultative sessions explaining technical sources, verified
facts, and reliable information related to encryption, transport
security, and cryptographic standards, including Post-Quantum
Cryptography (PQC) considerations.
Analyzed and documented data-in-transit security, covering:

o Transport protocols

o Encryption mechanisms

o Certificate usage and lifecycle management
Analyzed and documented data-at-rest security, focusing on:



o Encryption of databases and data stores

o Key management approaches

o Protection of stored sensitive information
Challenged IT system owners to clearly define and document AS-IS
security states, including:

o Secret and key storage mechanisms

o Log storage, monitoring, and remediation processes

o Dataremediation and incident handling procedures
Assessed technical solutions and security practices across banking
IT ecosystems, including internal systems, vendors, and third-party
software.
Rapidly acquired working knowledge of enterprise infrastructure
components such as:

o OpenShift

o Kafka message brokers

o Oracle databases

o and others
and applied this knowledge to PQC-focused security analyses within
a regulated banking environment.

IT Analyst - Integrations

CEPS, a.s. - contract (04/2025 - 09/2025)

Performed end-to-end business and IT analysis, ensuring
completeness and consistency of business requirements across
projects.
Analyzed IT application readiness and assessed AS-IS states to
define solution baselines aligned with business needs.
Designed and proposed TO-BE solutions, including technical and
architectural concepts supporting long-term sustainability.
Acted as a consultative bridge between business and technical
teams, leading discussions and negotiations with system owners
and technical representatives of impacted applications.
Evaluated technical options, constraints, and opportunities to ensure
optimal alignment between business requirements and technical
feasibility.
Documented analytical outcomes and solution concepts in
structured solution proposals and analytical documents.
Maintained and evolved enterprise architecture models based on the
TOGAF framework, using the ArchiMate modeling language, EA
Sparx, Archi.
Prepared comprehensive documentation for tender procedures
(vybérova fizeni).
Created solution comparison analyses, focusing on cost, delivery
time, and overall value.
Provided business analysis support and business process modeling
across multiple initiatives.
Supported vendor and third-party negotiations, including GPS data
provisioning and fuel purchase integrations.
Contributed to key projects, including:

o Invoice digitalization

o ESG reporting automation

o Fleet management (Sprava vozového parku)

Solution Architect - Pre-sales

xITee k.s. (09/2024 - 03/2025)

Delivered functional tender documents highlighting technical



feasibility and regulatory compliance while aligning with
business goals.

Designed tailored IT solutions with clear and concise architectural
proposals to drive project success.

Modeled IT architectures using tools like ArchiMate and UML
for effective planning and communication.

Mentored team members, ensuring high-quality documentation
and transparent communication.

Integration of Al tools (e.g., ChatGPT, Deepl) to enhance
efficiency and support decision-making during the tender’s
concept and solution proposal creations.

Developed an internal knowledge base to improve accessibility
and organizational learning.

Provided architectural and business support for integrating Al
solutions to meet company needs and future goals.

Tools: Jira, Confluence, ProductPlan, diagrams.net, Archi(Mate),
plantUML modeler, ChatGPT, Deepl, DALL-E, SharePoint, M365.

Solution Architect - Integration Lead

Sandoz (04/2024 - 08/2024)

Successfully led the integration of a new Learning Management
System (CornerStone LMS) within a complex IT environment.
Performed in-depth technical analysis of the integration
architecture, mapping business and data flow requirements to
ensure alignment with project goals.

Collaborated with stakeholders and middleware providers,
including Dell Boomi and Axway API, to achieve seamless
system integrations.

Created detailed solution architecture documentation,
including comprehensive diagrams and project overviews, to
facilitate clarity and stakeholder understanding.

Tools utilized: Archi(Mate), Jira, Confluence, plantUML modeler,
Archi, diagrams.net, SharePoint, M365.

Customer Technology Solution Architect Manager

Albert Ceska republika, s.r.o. (06/2023 — 03/2024)

Led comprehensive business process analyses to identify
opportunities for improvement and innovation.

Delivered clear and actionable "AS-IS™ and "TO-BE"
documentation to support stakeholders in understanding project
scope and objectives.

Created visually engaging and easy-to-understand technical
diagrams and models to ensure stakeholder alignment.
Designed and implemented hybrid cloud/on-premise solutions
utilizing TOGAF principles and MS Azure technologies.
Collaborated with cross-functional teams using Jira and
Confluence for streamlined project management and
communication.

Tools utilized: Archi(Mate), Jira, Confluence, SharePoint, M365,
plantUML modeler, diagrams.net, Camunda.

IT Solutions Architect

FORTUNA GAME a.s. (04/2022 — 05/2023)

Investigated business processes, existing software, and data



flows to identify improvement opportunities.

Proposed and implemented GDPR-compliant solutions.
Supported Agile project management teams using SCRUM and
SAFe methodologies.

Conducted in-depth IT analyses and proposed scalable
architecture solutions tailored to business needs.

Supported the migration of solutions from AWS to Azure, ensuring
seamless transitions and optimized performance.

Proposed and documented solution architecture models using
ArchiMate, ensuring a unified approach to system design.
Provided ongoing consultancy to Agile teams, ensuring alignment
with Scrum and SAFe methodologies.

Played a pivotal role in designing GDPR-compliant
architectures, safeguarding data integrity and regulatory
compliance.

Actively contributing to the company’s transformation from a
waterfall to an agile methodology.

Tools: Sparx EA, Archi(Mate), Confluence, plantUML, Jira, M365.

IT Analyst, Solution Architect

GPS Tracking Company (Contractor) (11/2021 — 03/2022)

Analyzed and optimized business processes and documented the
AS-IS state to enhance efficiency and streamline data flow.
Defined and documented future-state visions for invoicing and
financial flow management systems, aligning with business
goals.

Developed comprehensive Minimum Viable Product (MVP)
definitions, providing clarity for stakeholders and guiding
development teams effectively.

Created visual models to facilitate strategic discussions and build
consensus among project participants.

Tools: Archi(Mate), Confluence, Jira, M365, diagrams.net.

Project Manager, IT Analyst, Solution Architect

Tesco Stores CR a.s. (Contractor) (01/2020 — 10/2021)

Conducted in-depth analysis of existing software systems,
processes, and architectures to identify opportunities for
enhancement.

Developed comprehensive technical documentation, ensuring
alignment and collaboration across international teams.
Designed and implemented GDPR-compliant solutions,
ensuring full adherence to regulatory requirements and
safeguarding data integrity.

Coordinated multinational teams, effectively managing both
remote and onsite collaboration to drive successful project
outcomes.

Tools: Archi(Mate), Confluence, Jira, M365, diagrams.net.

IT Analyst & Product Manager

MallGroup s.r.o. (Contractor) (06/2018 — 12/2018)

Performed comprehensive process mapping and workflow
analysis across departments to identify and address
inefficiencies.



Provided analytical and architecture-related data sources for
critical projects, including the Global Product Catalog and
Marketplace platform, driving significant operational
improvements.

Implemented GDPR-compliant features, seamlessly addressing
both legal and business requirements.

Led SCRUM teams, ensuring timely and budget-conscious
project delivery while maintaining high levels of stakeholder
satisfaction.

Tools utilized: Jira, Confluence, M365, diagrams.net.

IT Analyst, Project Management

MAFRA, Prague, Czech Republic (01/2018 — 05/2018)

Led project planning, team coordination, and solution design for
key business initiatives.

Translated business needs into actionable product definitions
and IT solutions, ensuring alignment with stakeholder goals.
Analyzed existing software functionalities, architecture, and
processes to identify opportunities for optimization.

Defined and documented product scope and technical
specifications for job and real estate projects.

Negotiated product scope with stakeholders to align with business
needs and timelines.

Delivered solution proposals, including a reality project, job
portal, payment and billing platform, and GDPR-compliant
features in collaboration with the legal department.

Managed and led SCRUM teams, ensuring on-time and
budget-conscious delivery.

Tools: Jira, Confluence, M365, diagrams.net.

Solution Architect, Business Analyst, SW Developer
Self employment, (08/2017 - 12/2017)

EET booking case SW solution proposal, infrastructure setup,
development, deployment and support for a restaurant booking
case system.

Gathering business needs for legal alignment for the SW solution.
Documenting the stakeholder’s business needs for booking case
data management for fast and secure product management,
order creation, EET compliance, statistics overview for a
restaurant.

FrontEnd and BackOffice data management development.

User manual creation.

Provided user support and training

Leading team of UI/UX designer, infrastructure admin and
development team.

IT Analysis, Project Management

Tabella, s.r.o., Prague, Czech Republic (04/2017 — 07/2017)

Managed development teams, ensuring timely delivery of
projects and optimal resource utilization.

Proposed and implemented scalable software architectures
and solutions tailored to business needs.

Collaborated with finance, hardware, and design departments to
align product designs across multiple business areas.



Analyzed existing software solutions to develop cost-effective
and scalable product proposals, focusing on architecture and
processes.

Defined and negotiated product scope, translating business
requirements into actionable technical specifications.

Delivered key projects, including a fraud detection system,
enhanced customer accounts, and GDPR-compliant features,
while leading SCRUM teams to successful completions.

Tools: Jira, Confluence, diagrams.net.

SW Solution Architect, IT/Business Analyst, SW
Developer - various projects

Self employment, (2012-2017)

Business analysis, gathering business requirements for
small/mid-sized companies’ information systems (IS), ordering
systems and invoicing data management. E-shop platform
developments (harmonyservis.cz, delikate.cz, caspv.cz...).
Business analysis on legal alignment.

Solution proposals creation with output time/price/scope.
Solution delivery management, project management,
development.

Infrastructure setup and support.

Documentation and user manuals creation.

Support and enhancements on demand.

IT Analysis, Special project developer

Employee of ASKO NABYTEK, spol. s.r.o. (01/2010 — 03/2011)

Analyzed and developed internal tools to enhance data handling
and streamline workflows.

Created user manuals and provided training to ensure seamless
software adoption.

Conducted analysis of existing software solutions and data
sources (databases) to identify areas for improvement.
Proposed and designed software solutions and architectures,
negotiating key aspects with stakeholders.

Planned and managed development activities, ensuring timely
delivery of solutions.

Contributed to company transformation processes and the
implementation of new software solutions.

Intranet application development.

IT Analysis, FullStack Developer

Contractor, Prague Post, s.r.o., Prague (01/2008 — 12/2009)

Designed and developed web modules, integrated new
technologies, and led the web development department to
ensure successful project execution.

Analyzed software solutions to meet business demands and
requirements, providing tailored recommendations.

Defined product specifications and led development
negotiations to align with stakeholder goals.

Planned and scheduled development activities, ensuring timely
delivery of high-quality products.

Performed ROI calculations to evaluate the feasibility and value
of proposed solutions.

Delivered key products while gaining experience with Payment



Gates, PayPal, and Amazon.com services.
Tools utilized: NetBeans, Microsoft Office tools.

FrontEnd/BackOffice/IS SW Developer

Contractor, various projects 01/2007 — 12/2007

FrontEnd coding (HTML, JavaScript, CSS).
BackOffice (IS) development.
Intranet application development.

Technical Background

Architecture

Enterprise Architecture

Solution Architecture

Application Architecture

Integration Architecture & Design

REST APIs, SOAP & Integration Patterns
Event-Driven Architecture & Microservices
Cloud & On-Premise Enterprise Systems

Development

PHP (Laravel, Livewire)
Python

Go

JavaScript

SQL (MySQL, PostgreSQL)

Al-Augmented Engineering

Daily use of ChatGPT, OpenAl Codex and Al-assisted
engineering tools for software development, solution design,
technical analysis, architecture documentation, code reviews and
engineering productivity.

Al-assisted generation of technical documentation, sequence
diagrams, API specifications, and implementation proposals.
Practical evaluation of Al capabilities to accelerate software
delivery while maintaining engineering quality and critical review.

Modeling

UML

BPMN

ArchiMate

Sequence & Flow Diagrams
HLD /LLD

Documentation & Collaboration

Confluence

Sparx Enterprise Architect
Draw.io

PlantUML



e Jira

Education

e Secondary Technical School of Electrical Engineering
Graduated in High Current Engineering (1993—-1997)
e Life and Udemy.com
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